Data Retention Provisions of State Prescription Monitoring Programs (PMP)

This chart lists those states whose prescription monitoring programs include a
provision(s) related to the maximum length of time data collected under the program may
be retained. The chart includes the names of these states, the MAXIMUM number of
years data may be retained (a.k.a. the amount of time allowed to pass before data must be
purged) and the relevant statutory or regulatory citations.

Note that the data subject to purging varies from state to state. For more detailed
information please review the text of the relevant statutes and regulation. The text of the
statutes and regulations appears on the following pages, listed by state in alphabetical
order; the relevant language appears in bold.

STATE NUMBER OF YEARS CITATIONS

HI 3 years HAW. REV. STAT. ANN. § 329-104 (Michie 2004)

KY At the discretion of the KY.REV. STAT. ANN. § 218A.202 (Banks-Bladwin 2005)
Cabinet for Health and
Family Services

ME 6 years ME. REV. STAT. ANN. tit. 22, § 7250 (West 2005)

NY 5 years N.Y.PUB. HEALTH LAW § 3370 (2005)

NC 6 years N.C. GEN. STAT. § 90-113.74 (2005)

OH 2 years OHIO REV. CODE ANN. § 4729.81 (West 2005)

X 1 year TEX. HEALTH & SAFETY CODE ANN. § 481.076 (2005)

The states listed below have statutory authority to implement PMP programs, but
information regarding the MAXIMUM length of time for which collected data may be
maintained was not contained within the respective PMP statutes and regulations. Please
note that other sections of the state codes and regulatory provisions (such as Controlled
Substance Acts, Pharmacy Regulations, etc...) may contain relevant record-keeping

provisions.

Alabama North Dakota
California Oklahoma
Colorado Pennsylvania
Idaho Rhode Island
Illinois Tennessee
Indiana Utah
Massachusetts Virginia
Michigan Washington
Mississippi West Virginia
Nevada Wyoming
New Mexico
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HAWAII
§ 329-104 Confidentiality of information; disclosure of information.

() The information collected under this part shall not be available to the public or used
for any commercial purpose. Ownership of all data collected shall reside with the State.

(b) Responsibility for limiting access to information in the system is vested in the
administrator. Access to the information collected at the central repository pursuant to
this part shall be confidential, and access to the information shall be limited to:

(1) Personnel of the designated state agency; and
(2) The Drug Enforcement Administration diversion group supervisor.

(c) This section shall not prevent the disclosure, at the discretion of the administrator, of
investigative information to:

(1) Law enforcement officers, investigative agents of federal, state, or county law
enforcement agencies, prosecuting attorneys, or the attorney general; provided that the
administrator has reasonable grounds to believe that the disclosure of any information
collected under this part is in furtherance of an ongoing criminal investigation or
prosecution;

(2) Registrants authorized under chapters 448, 453, 460, and 463E who are registered to
administer, prescribe, or dispense controlled substances; provided that the information
disclosed relates only to the registrant's own patient; or

(3) Pharmacists, employed by a pharmacy registered under section 329-32, who request
prescription information about a customer relating to a violation or possible violation of
this chapter.

Information disclosed to a registrant or pharmacist under this section shall be transmitted
by certified mail or a similar means requiring the registrant's or pharmacist's signature,
respectively, for delivery of the information.

(d) No person shall knowingly disclose or attempt to disclose, or use or attempt to use,
information in the system in violation of this section. Any person who violates this
section is guilty of a class C felony.

(e) The designated state agency shall purge or cause to be purged from the central
repository system, no later than three years after the date a patient's prescription
data are made available to the designated state agency, the identification number of
the patient, unless the information is part of an active investigation.
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KENTUCKY

8 218A.202 Electronic system for monitoring controlled substances; penalty for
illegal use of system; pilot project; continuing education programs.

(1) The Cabinet for Health and Family Services shall establish an electronic system for
monitoring Schedules I, 111, 1V, and V controlled substances that are dispensed within
the Commonwealth by a practitioner or pharmacist or dispensed to an address within the
Commonwealth by a pharmacy that has obtained a license, permit, or other authorization
to operate from the Kentucky Board of Pharmacy.

(2) A practitioner or a pharmacist shall not have to pay a fee or tax specifically dedicated to
the operation of the system.

(3) Every dispenser within the Commonwealth or any other dispenser who has obtained a
license, permit, or other authorization to operate from the Kentucky
Board of Pharmacy shall report to the Cabinet for Health and Family Services the data
required by this section in a timely manner as prescribed by the cabinet except that
reporting shall not be required for:

(@) A drug administered directly to a patient; or

(b) A drug dispensed by a practitioner at a facility licensed by the cabinet provided that the
quantity dispensed is limited to an amount adequate to treat the patient for a maximum of
forty-eight (48) hours.

(4) Data for each controlled substance that is dispensed shall include but not be limited to
the following:

(a) Patient identifier;

(b) Drug dispensed;

(c) Date of dispensing;

(d) Quantity dispensed,;

(e) Prescriber; and

(f) Dispenser.

(5) The data shall be provided in the electronic format specified by the Cabinet for Health
and Family Services unless a waiver has been granted by the cabinet to an individual
dispenser. The cabinet shall establish acceptable
error tolerance rates for data. Dispensers shall ensure that reports fall within these
tolerances. Incomplete or inaccurate data shall be corrected upon notification by the
cabinet if the dispenser exceeds these error tolerance rates.

(6) The Cabinet for Health and Family Services shall be authorized to provide data to:

(@) A designated representative of a board responsible for the licensure, regulation, or
discipline of practitioners, pharmacists, or other person who is authorized to prescribe,
administer, or dispense controlled substances and who is involved in a bona fide specific
investigation involving a designated person;
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(b) A Kentucky peace officer certified pursuant to KRS 15.380 to 15.404, a certified or
full-time peace officer of another state, or a federal peace officer whose duty is to enforce
the laws of this Commonwealth, of another state, or of the United States relating to drugs
and who is engaged in a bona fide specific investigation involving a designated person;

(c) A state-operated Medicaid program;

(d) A properly convened grand jury pursuant to a subpoena properly issued for the records;

(e) A practitioner or pharmacist who requests information and certifies that the requested
information is for the purpose of providing medical or pharmaceutical treatment to a bona
fide current patient;

(F) In addition to the purposes authorized under paragraph (a) of this subsection, the
Kentucky Board of Medical Licensure, for any physician who is:

1. Associated in a partnership or other business entity with a physician who is already
under investigation by the Board of Medical Licensure for improper prescribing
practices;

2. In a designated geographic area for which a trend report indicates a substantial likelihood
that inappropriate prescribing may be occurring; or

3. In a designated geographic area for which a report on another physician in that area
indicates a substantial likelihood that inappropriate prescribing may be occurring in that
area; or

(9) A judge or a probation or parole officer administering a diversion or probation program
of a criminal defendant arising out of a violation of this chapter or of a criminal defendant
who is documented by the court as a substance abuser who is eligible to participate in a
court-ordered drug diversion or probation program.

(7) The Department for Medicaid Services may use any data or reports from the
system for the purpose of identifying Medicaid recipients whose usage of controlled
substances may be appropriately managed by a single outpatient pharmacy or primary
care physician.

(8) A person who receives data or any report of the system from the cabinet shall not
provide it to any other person or entity except by order of a court of competent
jurisdiction, except that:

(a) A peace officer specified in subsection (6)(b) of this section who is authorized to
receive data or a report may share that information with other peace officers specified in
subsection (6)(b) of this section authorized to receive data or a report if the peace officers
specified in subsection (6)(b) of this section are working on a bona fide specific
investigation involving a designated person. Both the person providing and the person
receiving the data or report under this paragraph shall document in writing each person to
whom the data or report has been given or received and the day, month, and year that the
data or report has been given or received. This document shall be maintained in a file by
each law enforcement agency engaged in the investigation; and

(b) A representative of the Department for Medicaid Services may share data or reports
regarding overutilization by Medicaid recipients with a board
designated in paragraph (a) of subsection (6) of this section, or with a law enforcement
officer designated in paragraph (b) of subsection (6) of this section; and
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(c) The Department for Medicaid Services may submit the data as evidence in an
administrative hearing held in accordance with KRS Chapter 13B.

(9) The Cabinet for Health and Family Services, all peace officers specified in subsection
(6)(b) of this section, all officers of the court, and all regulatory agencies and officers, in
using the data for investigative or prosecution purposes, shall consider the nature of the
prescriber's and dispenser's practice and the condition for which the patient is being
treated.

(10) The data and any report obtained therefrom shall not be a public record, except that the
Department for Medicaid Services may submit the data as evidence in an administrative
hearing held in accordance with KRS Chapter 13B.

(11) Knowing failure by a dispenser to transmit data to the cabinet as required by
subsection (3), (4), or (5) of this section shall be a Class A misdemeanor.

(12) Knowing disclosure of transmitted data to a person not authorized by subsection (6) to
subsection (8) of this section or authorized by KRS 315.121, or obtaining information
under this section not relating to a bona fide specific investigation, shall be a Class D
felony.

(13) The Commonwealth Office of Technology, in consultation with the Cabinet for Health
and Family Services, shall submit an application to the United States Department of
Justice for a drug diversion grant to fund a pilot project to study a real-time electronic
monitoring system for Schedules I, 111, 1V, and V controlled substances. The pilot
project shall:

(a) Be conducted in two (2) rural counties that have an interactive real-time electronic
information system in place for monitoring patient utilization of health and social
services through a federally funded community access program; and

(b) Study the use of an interactive system that includes a relational data base with query
capability.

(14) Provisions in this section that relate to data collection, disclosure, access, and penalties
shall apply to the pilot project authorized under subsection (13) of this section.

(15) The Cabinet for Health and Family Services may limit the length of time that
data remain in the electronic system. Any data removed from the system shall be
archived and subject to retrieval within a reasonable time after a request from a
person authorized to review data under this section.

(16) (a) The Cabinet for Health and Family Services shall work with each board
responsible for the licensure, regulation, or discipline of practitioners, pharmacists, or
other persons who are authorized to prescribe, administer, or dispense controlled
substances for the development of a continuing education program about the purposes
and uses of the electronic system for monitoring established in this section.
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(b) The cabinet shall work with the Kentucky Bar Association for the development of a
continuing education program for attorneys about the purposes and uses of the electronic
system for monitoring established in this section.

(c) The cabinet shall work with the Justice Cabinet for the development of a continuing
education program for law enforcement officers about the purposes and users of the
electronic system for monitoring established in this section.
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MAINE

§ 7250. Access to prescription monitoring information and confidentiality.

1. Confidentiality. Except as provided in this section, prescription monitoring information
submitted to the office is confidential and is not a public record as defined in Title 1,
section 402, subsection 3.

2. Review of information. If the prescription monitoring information surpasses thresholds
as established by the office, the office shall notify the prescriber, the dispenser and, if the
office determines it to be necessary, the professional licensing entity and provide all
relevant prescription monitoring information to those persons and entities through an
established letter of notification.

3. Permissible disclosure of information. The office may provide prescription monitoring
information for public research, policy or education purposes as long as all information
reasonably likely to reveal the patient or other person who is the subject of the
information has been removed.

4. Access to information. The following persons may access prescription monitoring
information:

A. A prescriber, insofar as the information relates to a patient under the prescriber's care;

B. A dispenser, insofar as the information relates to a customer of the dispenser seeking
to have a prescription filled,;

C. The executive director, or a board investigator as designated by each board,

of the state boards of licensure of podiatric medicine, dentistry, pharmacy, medicine,
osteopathy, veterinary medicine, nursing or other boards representing health care
disciplines whose licensees are prescribers, as required for an investigation, with
reasonable cause;

D. A patient to whom a prescription is written, insofar as the information relates to that
patient; and

E. Office personnel or personnel of any vendor or contractor, as necessary for
establishing and maintaining the program's electronic system.

5. Purge of information. The office shall purge from the program all information
that is more than 6 years old.
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NEW YORK

8§ 3370. Preserving and inspection of records.

1. Any record, including prescriptions, required to be kept or maintained by this article
shall be preserved for a period of at least five years following the date of the event or
transaction recorded, unless a shorter period of time is specifically provided.

2. Such records shall be made available during business hours for inspection and copying
by any officer or employee of the department who is charged with the enforcement of this
article and to any officer or employee of this state charged with the duty of regulating or
licensing of any person who by virtue of such license is authorized to obtain, distribute,
dispense or administer controlled substances.

3. [Added by L.1974, c. 58, § 1. See, also, subd. 3 below.] Every record, including
prescriptions, required to be kept under this article shall be maintained at the premises
where the licensed activity is conducted.

3. [Added by L.1974, c. 965, § 16. See also, subd. 3 above.] The department shall
cause to be expunged or otherwise destroyed, within five years from the date of
receipt thereof, any record of the name of any patient received by it pursuant to the
filing requirements of subdivision six of section thirty-three hundred thirty-one,
subdivision four of section thirty-three hundred thirty-three, and subdivision four of
section thirty-three hundred thirty-four of this article.
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NORTH CAROLINA

§ 90-113.74. Confidentiality

(a) Prescription information submitted to the Department is privileged and confidential, is
not a public record pursuant to G.S. 132-1, is not subject to subpoena or discovery or any
other use in civil proceedings, and except as otherwise provided below may only be used
for investigative or evidentiary purposes related to violations of State or federal law and
regulatory activities. Except as otherwise provided by this section, prescription
information shall not be disclosed or disseminated to any person or entity by any person
or entity authorized to review prescription information.

(b) The Department may use prescription information data in the controlled substances
reporting system only for purposes of implementing this Article in accordance with its
provisions.

(c) The Department shall release data in the controlled substances reporting system to the
following persons only:

(1) Persons authorized to prescribe or dispense controlled substances for the purpose of
providing medical or pharmaceutical care for their patients.

(2) An individual who requests the individual's own controlled substances reporting
system information.

(3) Special agents of the North Carolina State Bureau of Investigation who are assigned
to the Diversion & Environmental Crimes Unit and whose primary duties involve the
investigation of diversion and illegal use of prescription medication and who are engaged
in a bona fide specific investigation related to enforcement of laws governing licit drugs.
The SBI shall notify the Office of the Attorney General of North Carolina of each request
for inspection of records maintained by the Department.

(4) Primary monitoring authorities for other states pursuant to a specific ongoing
investigation involving a designated person, if information concerns the dispensing of a
Schedule 11 through V controlled substance to an ultimate user who resides in the other
state or the dispensing of a Schedule Il through V controlled substance prescribed by a
licensed health care practitioner whose principal place of business is located in the other
state.

(5) To a court pursuant to a lawful court order in a criminal action.

(6) The Division of Medical Assistance for purposes of administering the State Medical
Assistance Plan.

(7) Licensing boards with jurisdiction over health care disciplines pursuant to an ongoing
investigation by the licensing board of a specific individual licensed by the board.

(d) The Department may provide data to public or private entities for statistical, research,
or educational purposes only after removing information that could be used to identify
individual patients who received prescription medications from dispensers.

© 2006 THE NATIONAL ALLIANCE FOR MODEL STATE DRUG LAWS. 700 North Fairfax
Street, Suite 550, Alexandria, VA 22314. (703) 836-6100.



Data Retention Provisions of State Prescription Monitoring Programs (PMP)

(e) In the event that the Department finds patterns of prescribing medications that are
unusual, the Department shall inform the Attorney General's Office of its findings. The
Office of the Attorney General shall review the Department's findings to determine if the
findings should be reported to the SBI for investigation of possible violations of State or
federal law relating to controlled substances.

(F) The Department shall purge from the controlled substances reporting system
database all information more than six years old.
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OHIO

§ 4729.81 Retention and destruction of database information.

If the state board of pharmacy establishes a drug database pursuant to section
4729.75 of the Revised Code, the information collected for the database shall be
retained in the database for two years. The information shall then be destroyed
unless a law enforcement agency or a government entity responsible for the
licensure, regulation, or discipline of licensed health care professionals authorized to
prescribe drugs has submitted a written request to the board for retention of
specific information in accordance with rules adopted by the board under section
4729.83 of the Revised Code.
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TEXAS

8§ 481.076. Official Prescription Information.

(a) The director may not permit any person to have access to information submitted to the
director under Section 481.075 except:

(1) an investigator for the Texas State Board of Medical Examiners, the Texas State
Board of Podiatric Medical Examiners, the State Board of Dental Examiners, the State
Board of Veterinary Medical Examiners, or the Texas State Board of Pharmacy;

(2) an authorized officer or member of the department engaged in the

administration, investigation, or enforcement of this chapter or another law governing
illicit drugs in this state or another state; or

(3) if the director finds that proper need has been shown to the director:

(A) a law enforcement or prosecutorial official engaged in the administration,
investigation, or enforcement of this chapter or another law governing illicit drugs in this
state or another state;

(B) a pharmacist or practitioner who is a physician, dentist, veterinarian, or podiatrist and
IS inquiring about the recent Schedule Il prescription history of a particular patient of the
practitioner; or

(C) a pharmacist or practitioner who is inquiring about the person's own dispensing or
prescribing activity.

(b) This section does not prohibit the director from creating, using, or disclosing
statistical data about information received by the director under this section if the director
removes any information reasonably likely to reveal the identity of each patient,
practitioner, or other person who is a subject of the information.

(c) The director by rule shall design and implement a system for submission of
information to the director by electronic or other means and for retrieval of information
submitted to the director under this section and Section 481.075. The director shall use
automated information security techniques and devices to preclude improper access to the
information. The director shall submit the system design to the Texas State Board of
Pharmacy and the Texas State Board of Medical Examiners for review and approval or
comment a reasonable time before implementation of the system and shall comply with
the comments of those agencies unless it is unreasonable to do so.

(d) Information submitted to the director under this section may be used only for:

(1) the administration, investigation, or enforcement of this chapter or another law
governing illicit drugs in this state or another state;

(2) investigatory or evidentiary purposes in connection with the functions of an agency
listed in Subsection (a)(1); or
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(3) dissemination by the director to the public in the form of a statistical tabulation or
report if all information reasonably likely to reveal the identity of each patient,
practitioner, or other person who is a subject of the

information has been removed.

(e) The director shall remove from the information retrieval system, destroy, and
make irretrievable the record of the identity of a patient submitted under this
section to the director not later than the end of the 12th calendar month after the
month in which the identity is entered into the system. However, the director may
retain a patient identity that is necessary for use in a specific ongoing investigation
conducted in accordance with this section until the 30th day after the end of the
month in which the necessity for retention of the identity ends.

(F) If the director permits access to information under Subsection (a)(2) relating to a
person licensed or regulated by an agency listed in Subsection (a)(1), the director shall
notify and cooperate with that agency regarding the disposition of the matter before
taking action against the person, unless the director determines that notification is
reasonably likely to interfere with an administrative or criminal investigation or
prosecution.

(g) If the director permits access to information under Subsection (a)(3)(A) relating to a
person licensed or regulated by an agency listed in Subsection (a)(1), the director shall
notify that agency of the disclosure of the information not later than the 10th working day
after the date the information is disclosed.

(h) If the director withholds notification to an agency under Subsection (f), the director
shall notify the agency of the disclosure of the information and the reason for withholding
notification when the director determines that notification is no longer likely to interfere
with an administrative or criminal investigation or prosecution.

(i) Information submitted to the director under Section 481.075 is confidential and
remains confidential regardless of whether the director permits access to the information
under this section.

(1) Repealed by Acts 1999, 76th Leg., ch. 145, 8 5(3), eff. Sept. 1, 1999.
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